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DMA-based key generation method for IoT scenario

HAO Yinuo, ZHONG Zhou, SUN Xiaoli, JIN Liang

Institute of Information Technology, Information Engineering University, Zhengzhou 450003, China

Abstract: Aiming at the problems of slow update frequency of channel key, low generation rate and limited node re-
sources in the 10T scenario, a DMA-based physical layer key generation method was proposed, by using the agility and
reconfigurability of DMA to improve the time variability and randomness of received signal. Firstly, DMA was used by
the transmitter to randomly weight the signal and send it to the receiver, which could enhance the randomness of signals
on the premise of ensuring the transparent reception of the signal. Then, the key from the received signal was extracted by
the sender and receiver. By combining the rapid changeability and randomness of DMA, the randomness of signal source
and the randomness of natural channel, a composite channel was constructed to improve the randomness of the key
source. In addition, the channel estimation was transfered overhead from the terminal to the base station, which effec-
tively reduced the overhead and delay of the communication system, and was suitable for IoT scenarios with asymmetric
resources and lightweight equipment. Simulation results show that the proposed method can effectively improve the key
generation rate in quasi-static scenarios, and the generated physical layer key has passed the NIST test.
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BEALIT o EH T30 7 345 A1 T2 SE AR 2 ¥ Tix i
K CRF 10°bit) MAFEFIKERESR, HEA
TIEEL T HoA 8 AN T AT 2 B BE AL B I
BRI 2 Ak, AT 3 U 3 PR K SE 2=0.01 KA K
FE4 256 bit BFFIEAT IR, MR4s Rk 2
Fiome HIF 2 AT, HH A SCRT 3 7 vk AR it 4 B2
ZE @IS T NIST Wik, XRA\HEHAEGRS
(1 B AL AE o

*2 NIST FEALIERIR LR
PRI PliiBuRE S BBk E P

Frequency 1.000 00 0.913 343
Block Frequency 0.983 52 0.719 747
Cumulative Sums(Fwd) 1.000 00 0.425 421
Cumulative Sums(Rev) 0.992 78 0.595 549
Runs 0.978 31 0.284 567
Longest Run 0.986 51 0.745 139
FFT 0.993 52 0.213 329

Serial 1.000 00 0.612 345, 0.414 52
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